
Corellium MATRIX™ 
for Mobile Pentesting
Corellium is excited to introduce MATRIX™ (Mobile Automated Testing and Reporting 
Interface) into the Corellium Virtual Hardware platform. This new technology simplifies 
and accelerates the work of mobile security testing, validation, and compliance teams.

Introducing Mobile App Security Testing 
automation and AppSec report generation



Corellium MATRIX™ (Mobile Automated Testing and Reporting 
Interface) is a core technology of the Corellium Virtual Hardware 
platform. The innovative technology simplifies and accelerates 
the work of mobile security pentesting and AppSec compliance 
teams. 

Accelerate Software Development Lifecycles 
and Reduce Costs with Corellium 

The Corellium platform allows mobile developer, test, and 
security teams to collaborate and work together on a single, 
centralized platform that can be powered by Corellium onsite 
appliances or as a cloud service.

Corellium enables teams to leverage powerful, built-in security 
tools to not only test apps, but also investigate vulnerabilities 
discovered, snapshot device states, and share them with other 
teams for remediation. The MATRIX test automation framework 
affords significant security penetration testing time savings, 
allowing for the “automation of the mundane” so that security 
professionals can focus on the “art” of testing where their 
expertise shines.

Corellium is changing the entrenched paradigm in mobile 
security testing by eliminating the limitations of using physical 
devices, bringing high-cost and high-risk cloud-based testing 
services in-house, and shifting security left for DevOps 
continuous security testing. 

Industries
  Enterprise

  Security Service Providers

  Independent Consultants

  Government

Roles
  Mobile App Pentesters 

  AppSec Compliance Teams

  DevOps Continuous Testing

Automated Security 
Testing & Reporting 
for Mobile Apps



Dynamic Test Automation
Dynamic mobile app security testing often requires teams to repeat many of the same tasks over and over 
again. Particularly in security and penetration testing, teams are creating dynamic data within a mobile 
application, then gathering evidence for both data at rest and data in motion. After all the evidence has 
been gathered, the tester then scours through that data for sensitive information.

The MATRIX automation framework allows for this process to be automated for a significant portion of 
dynamic testing recommended by the OWASP Mobile Security Testing Guide (MSTG) for both iOS and 
Android apps. This can alleviate as much as 75% of the mundane, routine work required of pentesters for 
every mobile app testing run.

Secure In-House Testing
Using external cloud-based testing services for mobile apps imposes security 
risks with sensitive company IP including pre-release binaries, authentication 
keys and passwords, and often needing access to internal networks and data. 

Corellium Server and Desktop appliances provide powerful, onsite, air-gapped 
solutions with MATRIX built-in. Corellium Servers also allow for centralized 
workspace access for greater visibility and control.

Corellium appliances provide the complete security testing platform for 
advanced security and penetration testing needs - whether automated or 
manual. Your security experts have “in-house” total access to the platform for 
hands-on use, including snapshot and cloning of full virtual device images for 
superior state restoration, fault reproduction, regression testing, and cross-
team sharing.

Corellium Desktop 
Appliance
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Turnkey AppSec Reports
MATRIX produces a turnkey, easy to understand, 
AppSec assessment that includes pass/fail results, 
information about the tests, evidence identified, as well 
as recommended remediations.

When used for repeated testing, these reports allow 
for significant savings by allowing high-value security 
testers to focus more on the “art” areas of testing 
rather than the mundane portions. Reports are quickly 
generated for each mobile app, increasing testing 
consistency and reproducibility.

The reports can be included in AppSec auditing and 
compliance submissions which otherwise can be 
cumbersome and time consuming. And they foster best-
practices, knowledge sharing, and skills building across 
development, testing, and security teams.

Continuous Security Testing
When fully integrated into a CI/CD pipeline, Corellium can be actioned to bring up a virtual mobile device, 
install an app build, execute the app, click/swipe/enter data, then sift through app data and network 
transmissions for sensitive data that is provided by the tester or developer. 

By utilizing actual data in the dynamic generation, rather than relying on a simple “bill of material” scan 
to determine vulnerabilities – false positives can be greatly reduced – thus saving the team wasted time. 
Corellium APIs allow for this process to be fully automated and built into a CI/CD development pipeline to 
be run as often as desired, all without incurring per-test or per-app costs.

Providing continuous security testing is a critical milestone in shifting-left to achieve DevSecOps for 
mobile. 



The Corellium hypervisor for Arm (CHARM) runs on native Arm processors, available in the cloud or as 
onsite server appliances. Corellium provides a single platform for iOS and Android virtual devices that are 
a drop-in replacement for physical devices. Simply spin-up a near limitless combination of device and OS, 
from older versions to the very latest, patched or unpatched, jailbroken or not.

Comprehensive Penetration Testing
Corellium Viper provides a powerful and polished user interface with built-in security tools for root 
access, forensic analysis, filesystem manipulation, Frida scripting, SSL/TLS stripped network monitoring, 
application debugging, and much more. A comprehensive API and USBFlux technology enables integration 
with leading development and security tools such as Xcode, Android Studio, IDA Pro, Frida, and Burp Suite.

iOS and Android Virtual Devices On-Demand

Innovate mobile security testing
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Virtualization Not Emulation
ARM-native, this is real pentesting on 
virtual devices with the ability to quickly 
load your own binaries.

On Demand Devices & Root Access
Spin-up device models and OSs 
on-demand, including beta releases, 
with one-click jailbreak/root access.

Static & Dynamic Pentesting
Direct root file system access and built-in 
network monitoring tools enable static and 
dynamic app security testing.

Lower Costs
Unlike other solutions and services that are 
priced per test or app, Corellium provides 
cost efficient “all-you-can-test” pricing.

Increase Consistency
Establish base-line test reports to 
increase test coverage consistency and 
reproducibility.

Use with your favorite tools
Corellium’s virtual devices are designed to integrate seamlessly 
with existing tools of choice, acting as a drop-in replacement  
for physical devices or emulators.

Integrate with your favorite 
tools for binary disassembly 

including IDA Pro.
Integrate with industry standard network 
analysis tools including Burp Suite and 
Charles Proxy.

Why Choose Corellium for Mobile App Pentesting

Facilitate Compliance
Automatically generated AppSec reporting 
facilitates standards adherence and 
compliance submissions.

API and Integrations
Powerful API for scripting and integrations 
with testing tools such as Frida, Burp, IDA 
Pro, GDB/LLDB, Xcode, and Android Studio.

Accelerate Testing
MATRIX can alleviate up to 75% of 
mundane, routine work with automated 
security testing and reporting.



Onsite Appliances
Corellium server and desktop 
appliances use the latest 
Arm processors and are air-
gapped for use in high-security 
environments.

Cloud Service
The Corellium cloud service runs 
on AWS using the latest Amazon 
Graviton servers.

VIRTUAL DEVICES
Arm-powered phones and IoT  
devices with endless OS and  
model combinations.

HYPERVISOR
Corellium Hypervisor for Arm 
(CHARM) is a type 1 hypervisor 
and the only one of its kind.

ARM SERVER
Virtual models run on  
Arm, just like real devices,  
combining native fidelity with  
on-demand availability.

Corellium Virtual Hardware Platform

•	 TOOLING 
Simplified connection of IDE, debugging, 
network and security tools 
and comprehensive APIs.

•	CONTROL 
Configure device buttons, sensors, location, 
environment, battery, device IDs, ports,  
cameras and mics.

•	 X-RAY	VISION 
Powerful OS, app, file, system call,  
and console access and control.

•	 INTROSPECTION 
Advanced OS, kernel and boot control 
and tooling.

•	NETWORK ANALYSIS 
HTTP/S traffic inspection, tracing, and logging.

•	 REPLICATION 
Snapshot, clone, and restore device states.

•	 TEAMING 
Easy project workspace management  
and team collaboration.

•	 ROOT ACCESS 
Root or jailbreak devices instantly, no need  
to add code or apply security vulnerabilities.

Private Servers
Customers can host Corellium 
servers in their own AWS cloud, 
or we can host them in our AWS 
cloud.

Deployments
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